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AytenTudukanus

be3zonacHocts nndopmanuu

I'ocynapcTBeHHas
uH(pOpMallMOHHAS CUCTEMA

Hoctyn k uapopmanun
HocTynHoCTh

3ammra uHGOpMaLun
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa

3amumaemas HHGOpMAaIHs

UNnentuduxanus

HNudopmannonHas cucrema

Nudopmarnimonusie pecypesbl

HNHdopmannoHHble
TEXHOJIOTHHI

WNndopmarnus

KonTponupyemas 30Ha

KonduaennuaibHOCTH

O06paboTka nepcoHanbHbBIX
JTAHHBIX

TEPMHWHBI 1 ONPEJAEJIEHUSA

JlelicTBus 1O IpOBEpKE IMOJJIMHHOCTU CYOBEKTa J0CTyHa
B MH(POPMALIMOHHON CUCTEME

CocrosiHME  3alUINEHHOCTH  HMH(pOpMAlMM, IPU KOTOPOM
obecrieyeHbl €€ KOH(MICHLIMAIBHOCTh,  JOCTYITHOCTb
U LIEJIOCTHOCTb

WNudopmannonHas cuctema, co3aBaeMasi B LENAX peau3aiiu
HOJTHOMOYU I roCyJJapCTBEHHBIX OpraHoB
u obecrieueHus oOMeHa uHGpOpMAIMEH MEXIy OSTUMH
OpraHaMH, a TaKXXe€ B HMHBIX YCTAHOBJICHHBIX (elepaabHbIMU
3aKOHaMU LEJSIX

Bo3MmokHOCTh nosyueHust HHGOpMaIMK U €€ UCIO0Ib30BAHUS
CocrosiHue HMH(pOpPMAIIUKM, XapaKTEPHU3yeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB M HH(QOPMAIMOHHBIX TEXHOJIOTUH
o0ecrieunBaTh OECHPENATCTBEHHBIH JOCTYn K HH(pOpMauu
CyOBEKTOB, UMEIOIIMX HA ATO MOJTHOMOYHMS

3ammra wWHOOpMAIMK, HANpaBlICHHAs Ha IpeIOTBpAIlCHUE
HOJY4YEeHUsl 3allMIiaeMoil MH(pOpMalMK 3aUHTEPECOBAHHBIMU
CyObeKTaMu C HapylmIeHHEM YCTAaHOBJICHHBIX HOPMAaTHBHBIMHU
U IPaBOBBIMU JOKYMEHTaMHU (aKkTamMM) WM 00JaaTess MU
uH(poOpMalMKl TpaB WM [paBWI pasrpaHUUYEHUs] JOCTyNa
K 3aluiaeMoil napopmanuu

Wndpopmanus, sBisiomiascs MOPeIMETOM  COOCTBEHHOCTH
U MOJJIeKallas 3allUTe B COOTBETCTBUU C TpeOOBAHUAMU
MPaBOBBIX JTOKYMEHTOB WIN TpeOOBaHUSAMH,
yCTaHaBJIMBAaEMbIMU COOCTBEHHUKOM MH(POPMALIUU
[TpucBoeHue cyoObekTaM U 00bEKTaM JA0CTYIa UACHTH(PHUKATOpa
U (MaM) CpaBHEHHE IMPEIbSABIAEMOro HUJIEHTU(UKATOpa
C TepeyHeM MTPUCBOCHHBIX WICHTU(PHKATOPOB

CoBOKYIHOCTh cojzieprkalieiicss B 0a3zax JaHHBIX MH()OpMaLUH
u o0ecrieynBaOIUX  ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB

OTtaenbHble TOKYMEHTBI U OTAEIbHBIE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTBI U MacCHUBbl  JJOKYMEHTOB,  COJEprKalluecs
B MH(QOPMALIMOHHBIX ~ cUCTeMax (OmOnmoTekax, apXuBax,
¢dongax, 6aHKax JaHHBIX, UH(OPMAIIMOHHBIX CUCTEMAaX JAPYTUX
BUJIOB)

[Tpomeccel, MeToasl MOMCKa, cOopa, XpaHEHHs, 00paboOTKH,
MIPEAOCTABIICHUS, PACTIPOCTPaHEHUST MH(POPMAIIMK U CIOCOOBI
OCYIIIECTBJIEHUS TAKUX ITPOLIECCOB U METO/I0B

CaeneHus (coobmenus, JTAHHBIC) HE3aBUCHMO
0T ()OpMBI UX TPECTABICHUS

[IpoctpancTtBo  (TeppuTopus, 3MaHHWE, YacTh  3JIaHHS),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIHMpYeMOe MpeObIBaHME JIUII,
HE UMEIOUIMX [OCTOSHHOTO WM  Pa30BOro  JOIYyCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJCTB

OO6s3aTenbHOE IS BBIOJIHEHUS JTUIOM, MOJYYHMBIIUM JTOCTYI
K OINpejereHHOW uHpopmanuu, TpeOGoBaHHE HE IepeaaBaTh
Takylo MH(poOpManMi0O TpeTbUM JHIlaM 0e3  coryacus
ee oOnanaTens

JeiicTBus (omepamnuu) ¢ NEpCOHANBHBIMH JaHHBIMHU, BKIIFOUYAst
cbop, cHucTeMaTU3aluio, HAaKOIUIEHHE, XpaHEHUE, YTOUYHEHHE



Omneparop

HepCOHaJ'IBHBIe JaHHBIC

VYrpo3a 6e30macHOCTH
uHpopManun

Vsa3BuUMOCTD

LlenoctHOCTH

(oOHOBIIEHUE, W3MEHEHHE), UCIOJIb30BAHUE, PACIIPOCTPaHEHHE
(B TOM umcine Tmepenavy), oOe3IWYMBaHHE, OJIOKMPOBAHHE,
VHHUYTOKEHHE TIEPCOHATBHBIX JaHHBIX

TPOKIAHUH WM IOPUIUYECKOE JIUIO, OCYIICCTBIISIONINE
JeSITeIbHOCTh 1O SKCIUTyaTallui MH(POPMALMOHHOW CHCTEMBI,
B TOM YHclIe 1o 00paboTke HHGOPMAIMH, COACpKaIIehHcs
B ee 0a3ax JaHHBIX

JIrobass mHpOpManus, OTHOCAIIAICS K IMPSAMO WIH KOCBEHHO
OTIpeNIeIICHHOMY WJIH OTpeeIsieMoOMY (PU3NIECKOMY JIUILY

CoBOKYyNMHOCTh  ycJIOBUH U (aKTOpOB,  CO3AAIOIIUX
MOTEHIIUATBHYIO WIn peajibHO CYLIECTBYIOLYIO
OIMACHOCTb, CBSI3aHHYIO c YTEeUKOI uHpopManuu

W/WIM HECAaHKLIIMOHUPOBAaHHBIMU W/WJIM  HETpeIHAMEPEHHBIMHU
BO3/ICHCTBUSIMU Ha HEe

HenocraTok (cmabocTh) MIPOrPaMMHOTO
(mporpaMMHO-TEXHHUYECKOI0) CPeICTBA MM MHPOPMALMOHHOM
CHUCTEMBI B IIEJIOM, KOTOpBIA (KOTOpas) MOXeET OBITh
UCMONb30BaHA Ui peanu3aluu  yrpo3  0e30MacHOCTH
uH(popManuu

VYcroilunBocTh  MH(OpManMM K ~ HECAaHKLMOHHPOBAHHOMY
WIM CIy4yailHOMYy BO3IEHMCTBHIO Ha Hee B Ipolecce o0paboTKu
TEXHUYECKMMHU CpEACTBAMH, DPE3YJIbTaTOM KOTOPOTO MOKET
OBITh YHUYTO)KEHUE U UCKAKEHUE HH(POPMAITIH



OBO3HAYEHUA U COKPAIIIEHU A

I'OCTP — T'ocynmapctBennbiii cranaapt Pocculickoit @enepanuu

[TonuTuka — Ilonutuka uapopmannonnoit 6ezomacuoctu Cankr-IlerepOypreckoro
roCy/1apCTBEHHOTO YHUTAPHOTO IPEIITPUITHS «CaHKT
[TerepOyprckuii THPOPMAITMOHHO AHATTUTHICCKHUMA IEHTPY

I'bOY mikona 661 — TlNocynapcTBeHHOE OFOIKETHOE 00IIEO00pa30BaTEIBLHOE YUPEKICHHE

cpenHss odueoOpasoBarenpHas mkona Ne661 Ilpumopckoro paiiona
Cankr-IletepOypra
®Cb Poccun — @enepanbHas ciyx6a 6e3omacHocT Poccuiickoit deneparuu
OCTIK Poccun — DenepanbHas ciyx0a 1Mo TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO



1 OBIIME NNOJOXEHUA

Hacrosmas [Tonutuka siBnsieTcss JOKYMEHTOM, ONPEAeIISIONIMM HalpaBIeHUs AeSITeIbHOCTU
B o0mactu obOecrneueHuss HWHPOPMAIMOHHON  OE30MAaCHOCTH W TPEACTABISAET  COOOM
CUCTEeMaTHU3UPOBAHHOE M3JIOKEHHE 1IeJiel U 3a/1a4 nH()OpMallMOHHON 0€30IaCHOCTH, KaK OJIHO WM
HECKOJIbKO TPaBUJI, MPOIEAYDP, MPAKTUUYECKUX MPUEMOB U PYKOBOJSAIIUX MPUHIIUIIOB, KOTOPHIMU
pykoBoactByercss ['BOY mkona Ne661, a Takxke OpraHM3alMOHHBIX, TEXHOJIOTUYECKUX U
IPOIETyPHBIX ACMIEKTOB 00ecTiedeHrs: HHPOPMAIMOHHON 0€301MacHOCTH.

[Tonoxxenus  Hactosmeit  [lomutukun He  pacmpocTpaHsifoTcs Ha — obOecriedeHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TalHY.

OcHoBHOH 3amaueld B oOsactu wuHboOpManuoHHoH Oe3zomacHocty ['BOY mkoma 661
NPU3HAET COBEPIIEHCTBOBAaHHME Mep M CPEACTB  oOecnedeHus 3amuTbhl  WHGOpMAIHU
nHpopmanmoHHeix pecypcoB ['BOY mkona 661 B KOHTEKCTE pa3BHTHS 3aKOHOAATEIIbCTBA
Poccuiickoit @enepaiuu U HOPM PETYIMPOBAHUS HH(POPMAITMOHHOW AEATEIHHOCTH B TEKYILUX
YCIOBUSAX (PYHKIIMOHUPOBAHUS NHPOPMAIIMOHHOTO MOJISI.

[Tpu pa3pabotke [TOMUTHKN YYIUTHIBAIMCH OCHOBHBIC TIPUHIIMITEI CO3JJaHUSI CHCTEM 3aIlUTHI
uH(pOpMallMK,  XapaKTePUCTUKK UM  BO3MOXKHOCTH  OpPraHU3aIMOHHO-TEXHUYECKHX  MEp
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIlllapaTHO-TIPOTPAMMHBIX CPEICTB 3aIUTHI HH(pOpMAIIHH.

B pamkax cBoeit gestenbHocTH ['BOY mikonma 661 o00sa3yercs mpeanpUHUMATh BCeE
BO3MOYKHBIE MEPBI JIJIs1 3aIIUTHl HH(POPMAITUH OT YTpo3 0e30MacHOCTH WH(OPMAIIHH.

TpeboBanust HPOPMAITMOHHOM O6€30MaCHOCTH, COOTBETCTBYIOT LM AesTensHocTr [ BOY
mKona 661 W mnpegHa3HAuEHBI JUUII CHMDKCHHSI PHCKOB, CBSI3aHHBIX C peald3alued yrpos
06e30macHOCTH MH(POPMAIIHH.

[Tonutuka nocrynHa Bcem pabotHukam ['BOY mkoma 661 u BceM monb3oBaTensiM €ro

peCypcoB.
2 TIEJHU U 3AJIAYY OBECHEYEHUA THOPOPMAIIMOHHOM BE3OINACHOCTH

Cy0bexkTbl HHPOPMANMOHHBIN OTHOIIEHU I

CyOnexktamu mipu oOecrieueHun uHbopmarmonHo OezonmacHoctd B ['BOY mkoma 661
SBIISTFOTCSL:

PabOTHUKHU CTPYKTYPHBIX MOJIpa3ziesieHuH (B TOM YKCIIE€ YBOJIEHHBIE);

rpaxjaHe, paboTaromue o J0roBopam rpaxJIaHCKO-IIPaBOBOr0 XapaKkTepa;

¢busnyeckue muIA, NPEICTaBUTENNM KOHTPAareHTOB B paMKaX MHCIIOJIHEHUS JIOTOBOPHBIX
00s13aTEILCTB;

dbusnueckue nuia, nojasiue odpamienue B aapec ['bOY mkomna 661,

IOpUJIMYECKHE JIMIIA, B PAMKAX HCIIOJIHEHUs JIOTOBOPHBIX 00s3aTE€IbCTB MM BO HWCHOJIHEHUHU
TpebOBaHMl CO CTOPOHBI 3aKOHOaTENbCTBA Poccuiickoit deaepanun;

OpraHbl FOCYJapCTBEHHOH BJIACTH.

O0bexTh HHPOPMALMOHHBIX OTHOIIEHUH

OO6bexTamu HH(GOPMAIIMOHHBIX OTHOILICHHUN SBIISIFOTCS:

uH(popmannonusle pecypcesl ['bOY mikomnsr 661;

rocyJapcTBeHHble ~ MH(pOpMalMOHHbIE  cuUcTeMbl  OmepatopoM  KOTOPBIX  SIBJSIETCA
I'BOY mikoma 661;

nporeccel 00paboTku mHpopManuu B HHPOpManuoHHBIX cuctemax ['BOY mkonsr 661,
MH(OPMALIMOHHBIE TEXHOJIOTUH, pEerJIaMeHThl U MpoueAaypsl cbopa, 00pabOTKH, XpaHEHUs
U repeiaun HHPOpMaLuy;

nHpopmanmoHHass WH(QpacTpyKTypa, BKIIOYAIONIas CHUCTEMbI OOpabOTKH, XpaHEHHUs
U aHajM3a UH(OpMAIMK, TPOrpaMMHBIE U IIPOTrPaMMHO-aINIapaTHbIe CPEJCTBA, B TOM YHCIIE KaHAIIbI
CBSI3M U TEJIEKOMMYHUKAIIHH;

CHCTEMBI M CPEJCTBA 3allIUThl HHPOPMALIUU, OOBEKTHI U MOMEIIEHH, B KOTOPBIX Pa3MeleHbI
cpeacTBa 00pabOTKH HHPOPMALIHH.

Ienn odecnevyennst HHPOPMALMOHHOM 0€30MACHOCTH

OcHoBHOM 1enbl0 obOecnieueHus WHPopManmoHHOW Oe3zomacHoctd ['BOY mkoma 661



SBIISIIOTCSL  JICHCTBUSA HANpaBiCHbl Ha JOCTWKEHHME 3alIUThl CYOBEKTOB HH(POPMAIIMOHHBIX
OTHOILEHUH OT BO3MOYKHOI'O HAaHECEHUSI UM MaTepUaAILHOT0, (PU3MUECKOro, MOPAIBHOTO WJIK UHOTO
ymep6a, MOCPEICTBOM CIIYYallHOTO WJIM TPeAHaMEPEHHOr0 BO3ACHCTBHS Ha HH(POPMALHIO,
B TOM YHCJIE!

oOecrnieueHus OTKa30yCTOMYMBOTO (yHKIIMOHUPOBAHUS IIPOrPaMMHBIX
1 annapatHo-nporpaMMHbIX cpeAcTB ['BOY mikonsl 661 u nmpegocTaBiseMbiX CEPBUCOB;

COONIIOJICHHsI MIPABOBOTO PEXMMa HCIOJb30BaHUS MACCHBOB U CpPEACTB  00pabOTKH
nHpopmanuu;

NpPEJOTBPALICHUS pealu3aluud Yrpo3 0e30macHOCTH HMH(OpMAMM TpU  OCYHIECTBICHUU
nesreabaoctd ' BOY mkoner 661.

3agaun obecneyeHus HHPOPMALMOHHOM 0€30NIACHOCTH

JocTmwxkenue neneit odecreueHust MHGOPMAIMOHHON 0€30IaCHOCTH U CBOMCTB MH(OpMaIuy,
I'BOY mikonsl 661 pemraercs ciaeayrOIUMU 3a1a4aMu.

3alIUTHI OT HECAHKIIHOHUPOBAHHOTO JIOCTYIA K MHPOPMALIMOHHBIM pecypcam;

pasrpaHUYeHHs JOCTYIA TOJIb30BaTeNIel K MHPOPMAIIMOHHBIM, allllapaTHBIM, MPOTPAMMHBIM
Y UHBIM pecypcaM;

perucrpaly M NEpUOAUYECKOTO KOHTPOJIs JAEWCTBUH IOJb30BaTeseld mpu 00paboTke
3anUImaeMoi HH(GpOpMaIK 1 NEPUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JCHCTBUH;

KOHTpPOJISI LIEIOCTHOCTH CpeAbl HCIOJHEHHs NIpOrpaMM M €€ BOCCTAaHOBJIEHHUE B Ciydae
HapyILICHHUS;

olecrieyeHUss ayTeHTHU(DUKALUMU U MJIEGHTU(UKALMU  I0JIb30BaTeNeH, Y4acTBYIOLIUX
B MH(OPMaLlMOHHOM OOMEHE;

o0ecrieueHus UCIIPABHOCTHU IPUMEHSAEMBIX B UH(POPMALIMOHHBIX CUCTEMAX
I'BOY mikonsl 661 cpepcTs 3amuTh HHPOPMALINY;

CBOEBPEMEHHOI'0 BBISBICHHE HMCTOYHUKOB Yrpo3 0e30macHOCTH HHQPOpPMALUU, NPUYUH
U YCIOBMM, CIOCOOCTBYIOIIMX  HAHECEHUIO  yliepba  3aMHTEPECOBAHHBIM  CYObEKTaM
MH(OPMaLIMOHHBIX OTHOLIEHUI;

CO3JIaHUEM CIIy’KObl MOHUTOPHUHIA M pearupoBaHMs Ha yrpo3bl O€30MacCHOCTH MHGPOpMaLUU
Y HETaTUBHBIE MTOCIIEJICTBUS,

CO3JIaHUEM YCIIOBHMH JUIsi MUHUMHU3AI[MM HAHOCUMOTO yIliepOa HenmpaBOMEPHBIMH JIEHCTBUAMH,
U yCTpaHEHHE NOCIeACTBUM HapyleHus: HtHpopMmaonHoil 6ezonacHocty B I'BOY mikona 661.

Pemenue BoimenepeuncineHHsix 3a1ad B ' bOY mkona 661 ocymiecTBisiercs HoCpeaCTBOM:

yueTa BceX MoJIeKalluX 3aluTe THPOPMAIIMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUs JIEHCTBUI MepcoHalia, OCyIIECTBISIONIEr0 00CIyKUBaHUE U MOAU(DUKALIUIO
IPOrPaMMHBIX U IPOTPaMMHO-aNapaTHBIX CPEICTB NHPOPMALIMOHHBIX CUCTEM;

periaMeHTaluu MpoleccoB 00paboTku uHpopMmanuu, neicteuil pabotHukoB ['BOY mikosnsl
661, ocymecTBIAIOMUX SKCIUTyaTalldl0 MPOTPaMMHBIX M MPOrpaMMHO-aIlapaTHBIX CPEJCTB, Ha
OCHOBE  YTBEP)KJIEHHBIX  OPraHU3allMOHHO-PACTIOPSIAUTENbHBIX ~ JOKYMEHTOB IO  3alluTe
uH(popMaIuy,

Ha3HAYEHUs U MOJrOTOBKOM pabOTHUKOB, OTBETCTBEHHBIX 33 OPraHU3ALMIO U OCYIIECTBICHUE
MEPOTIPUATHIA TT0 00ecTieueHnio nHpopMarroHHo# 6e3omacHocty B [BOY mikone 661;

HaJIeJIeHUsl KaXJoro pabOTHMKAa MHUHUMAlIbHO HEOOXOAMMBIMM TpaBamMH INpu pabote
B MH(OPMaLIMOHHON UHPPACTPYKTYPE COTTIACHO UX JIOJKHOCTHBIM 00SI3aHHOCTSIM;

coOroieHHs] BceMU paOOTHUKAMHU, SKCIUTYaTUPYIOIIUMU M 00CTYUBAIOLUMHU NPOTrPaMMHbIE
U NporpaMMHO-anmapaTrHble  CpelCcTBa, TPeOOBAHUN  OpPraHM3ALMOHHO-PACHIOPAIUTENBHBIX
JIOKYMEHTOB I10 BOIlpocaM obecrieueHust HHQOpMaIlMOHHON 0€301acHOCTH;

NEPCOHATBHON OTBETCTBEHHOCTBIO Ka)JIOr0 PaOOTHHKA 332 CBOM JCWCTBUS, yJacCTBYIOIIETO
B paMKaxX CBOUX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B INpoOLECCax aBTOMATU3UPOBAHHON 00pabOTKH
nH(pOpMaIMU U UMEIOILEro JOCTYII K pecypcam HHPOPMAIIMOHHBIX CUCTEM;

peanu3anueil TEXHOJIOTHYECKUX MPOIECCOB 00paboTku WHOOpPMAIMK C HCIOJb30BAaHUEM
KOMIUIEKCOB ~ OPraHM3allMOHHO-TEXHUYECKUX Mep 3allMThl MPOrpaMMHOro  obecreyeHus,
IIPOrPaMMHO-aINIAPATHBIX CPENICTB;

OPUHATHS Mep MO O00ecrevYeHuio (U3UYECKON IIeTOCTHOCTH MPOTrpaMMHO-aMNIapaTHbBIX



cpencTB WH(GOPMALMOHHBIX CHCTEM U MOJAJEpKaHHEeM HE0OXOIUMOT0 YPOBHS 3aIMIEHHOCTH
KOMITOHEHTOB;

UCIOJIb30BaHUsl MPOTPAMMHBIX U MPOTrPAMMHO-AMIAPATHBIX CPEJCTB 3allUThl MHGOpMaUU
oOpabarsiBaemoM B ['BOY mikosne 661 1 aqMUHUCTPaTUBHON TOJAEPKKOM UX UCTIOIH30BaHUS,

KOHTPOJISI ~ COOJIIOJIEHUSI  TOJb30BaTeNIIMU ~ HMH(DOPMALIMOHHBIX ~ CHUCTeM  TpeOoBaHUi
1o o0ecrneyeHn o HHPOPMaITMOHHON O€30aCHOCTH;

npoBeJeHus aHanu3a 3(Q(HEKTUBHOCTH MPUHATHIX MEP 3aLIUTHl HUHPOPMAIMK U IPUMEHSIEMBIX
cpencts 3anuTel uHGopManuu B ' BOY mkoine 661;

pa3paboTKM W peaau3aluy MNPeJIOKEHUH 10 COBEpIICHCTBOBAHUIO CHUCTEM  3allUThl
unpopmaruu B 'bOY mikone 661.

3 TMPUHIMIIBI OBECIIEYEHUS HH®OPMAIIMOHHOM BE3OITACHOCTH

Obecneuenne MH(MOPMALMOHHONH O€30IaCHOCTH, JOJIKHO OCYLIECTBIATHCS B COOTBETCTBUU
CO CJIEYIOUIMMHU OCHOBHBIMU IIPUHLIUIIAMU:

IIpyHUMI 3aKOHHOCTH

[Tpu BBIOOpE MEpONpHUATHI MO 3ammTe WH(GOPMAINHU, JOIDKHO COONIIOIAThCS NEHCTBYIOIIEE
3akoHoJaTenbcTBO Poccuiickoit denepanuu B cepe 3auThl HHPOPMALIUH.

Bce paboOTHUKHM OJDKHBI MMETh TPEACTaBICHUE 00 OTBETCTBEHHOCTH 33 MPAaBOHAPYIICHUS
B cepe 3ammrhl uHpopmauuu. IIporpammHo-anmapatHele cpeacTBa, npumensemsie B ['BOY
mKoje 661, IOKHBI HMMETh COOTBETCTBYIOIIME JIMIICH3WH, O(QHIMAIBHO NpUOOpeTaThCs y
npejcTaBuTeNell pa3paboTUUKOB 3TUX CPEJICTB WIM SBIATHCSA WUHTEIUIEKTYaIbHOW COOCTBEHHOCTHIO
I'BOY mkonst 661.

IIpuHIMD cHCTEMHOCTH

[Tpu co3aHum CUCTEMBI 3alIUTHl JODKHBI YUUTBHIBATHCSA aKTyaJbHbIE YIpo3bl 0€3011aCHOCTH
uHpOpMaLlMK, BO3MOXKHbIE OOBEKThl M HAIpaBICHUs aTaKk Ha HEE CO CTOPOHBI HapyIIUTENEH.
Cucrema 3amMTHl JOJDKHA CTPOMTHCS C YYETOM HE TOJBKO M3BECTHBIX KAHAJIOB YTEUKU
UHpOpPMALMK, HO U C YYETOM BO3MOXHOCTH MOSIBJICHMSI HOBBIX YA3BUMOCTEH B NPOrpaMMHOM
o0ecrevyeHunu.

IpyHIMI KOMIVIEKCHOCTH

KommuiekcHoe uCnoib30BaHUE CPEACTB 3alllUThl MHPOPMAILMK MIPEAINOIaraeT COrjJacoBaHHOE
IIPUMEHEHHNE NIPU NTOCTPOCHUH LIEJIOCTHON CHCTEMBI 3alUThI, IEPEKPHIBAIOIIEN BCE CYIIECTBEHHbIE
yrpo3bl 0€30MacHOCTH HHGpOpPMAIMK. 3alluTa JOHKHA CTPOUTHCS SIIEIOHUpPOBaHO. Duszndueckas
3alUTa J0JKHA 00ecneunBaThes (PU3MUECKUMU CPECTBAMU M OpraHU3allMOHHBIMU MEPaMHU.

[Tpu mocTpoeHuy, BHEPEHNN U SKCIUTyaTallud CUCTEMBI 3alllUThl HHPOPMAIMK PYKOBOJICTBO
I'BOY mxomnsl 661 obecrieunBaeT ycinoBus s 3pGEKTUBHON KOOpPAMHAIMU JEHCTBUI BCEX JIMIL,
obecreunBaronux HHPOPMAIMOHHYIO O€30MTaCHOCTb.

IIpuHIMI CBOEBPEMEHHOCTH

Pa3pabotka cuctemsbl 3aUThl HHPOPMAIMU JOJKHA BECTUCH MapajiebHO C pa3paboTKOi
U HMHQOpPMAaMOHHOW  cHCTEeMBl. OTO TO3BOJIMT  y4yecTb TpeOOBaHUS  0O€30MacCHOCTH
IpU MPOEKTUPOBAHUU AapXUTEKTYphl M, B KOHEYHOM cYeTe, co03/4arTh Oonee 3((eKTUBHbIE
UH(POPMALIMOHHBIE CUCTEMBI, 00JIaal0NIUe TOCTATOYHBIM YPOBHEM 3aLIUIIEHHOCTH.

IIpuHIUN NpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAHUE MEp U CPEACTB 3alIUThl HMH(OPMAIMM HAa OCHOBE
IIPEEMCTBEHHOCTH OPraHU3aLMOHHBIX M TEXHUYECKUX pEIIeHUH, KaJpoBOr0 COCTaBa, aHalHM3a
(GYHKIMOHUPOBAHUS MH(POPMALMOHHBIX CHCTEM M CHCTEMBl €€ 3allUThl C Y4eTOM H3MEHEHHM
B MeETOJaX M CpelacTBax IepexBara HH(QOpPMAIMK, HOPMATHUBHBIX TpeOOBaHUI IO 3aliuTe
UHpOpMaLINH.

IpuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrieyeHre MH(YOPMAITMOHHON 0€30MacCHOCTH U LIEHHOCTH
MH(OPMALIMOHHBIX PECYPCOB HA BEJIMYMHY BO3MOXKHOrO Yymiepba OT HX pasrJalleHus,
YHUYTOXKEHUSI M UCKaXeHHUs. Vcronp3yeMble Mephl U CPeACTBA 3alIUThl HH(OPMAIMK HE TOJDKHBI
yXyALIaTh SprOHOMHYECKHE MTOKa3aTeI KOMIIOHEHTOB HH()OPMAIIMOHHBIX CHCTEM.

IIpuHUMN OTBETCTBEHHOCTH



BosnoxeHne 0TBETCTBEHHOCTH 3a o0ecriedeHne 0e30macHOCTH HHPOPMAaLuU U ee 00paboTKU
Ha KaXJOro padOTHUKA B TpejAeiax ero IMOJIHOMOYMA. B COOTBETCTBHM C 3TUM NPHHIUIIOM
pacmpesielieHue MpaB U 00S3aHHOCTEW PAOOTHUKOB CTPOMTCS TaKUM 00pa3om, 4TOOBI B Cllydae
Jr000TO HApYIICHUS ObLT H3BECTCH HAPYIITUTEb.

IpuHOMND 000CHOBAHHOCTH M TEXHUYECKOH peain3yeMocTH

WHpopManmoOHHbIE TEXHOJIOTHH, TPOTPAMMHBIE U TPOTPAMMHO-AIAPaTHBIE CPEICTBA, MEPHI
3alUThl UHGOPMAIMK JIOJDKHBI OBITh pPEaIn30BaHbI 110 COBPEMEHHBIM PEIICHHSIM, 0OOCHOBAHBI
C TOYKH 3PCHUS JOCTHKCHUS 33JJaHHOTO YPOBHS 3alUINEHHOCTH MHOOPMAIMH U SKOHOMHYECKOU
1eN1eco00pa3HOCTH, a TakXKe COOTBETCTBOBATH YCTAHOBJICHHBIM HOPMaM U TpeOOBaHUSM
1o 6e30macHOCTH HH(POPMAIIHH.

IpuHuun npogeccuonaanzma

Peanuzanus mep 3amuThl WHGOPMAIMKM M IKCIUTyaTalusl CPEICTB 3aIlUThl HH(OpMaIuu
JIOJKHA OCYHIECTBIATHCSA MPO(ECCHOHATBHBIMU CIIEHUAINCTAMH.

[IpuBneueHue CrieMaIM3UPOBAHHBIX OPTaHU3AIMA K Pa3padOTKe CPEICTB M Pean3aiuid Mep
3alUThl UHPOPMALIMH, TTOATOTOBIEHHBIX K KOHKPETHOMY BHJY JEATEIBHOCTU MO 00ECIEUYECHUIO
0e301acHOCTH MH(DOPMAIIMOHHBIX PECYPCOB, HMEIOIIUX OIBIT MPAKTUYECKOW pabOThl U JIUIICH3UU
Ha MPaBO OKa3aHMS YCIYT B 9TOH O0JIACTH.

[pyuHOMN MUHIMHA3AIUH IPUBUJIETHI M0JIb30BaTeJIei

Obecneuenne NoIb30BATENCH MPUBIICTHSIMA MUHUMAIIBHO JIOCTaTOYHBIMU ISl BHITIOJTHEHHUS
AMH CBOHMX JOJDKHOCTHBIX 00sg3anHocTel B I BOVY mkone 661.

4  OCHOBHBIE TPEBOBAHUS 11O 3AIIUTE UHOOPMALIMHN
OI'’PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammuThl MH(pOpMaLMU JOJKHA MPEAyCMaTpUBaTh KOMILJIEKC OpPraHU3al[MOHHBIX,
IPOTrPaMMHBIX U MPOTrPaMMHO-AMMAPATHBIX CPEACTB U Mep IO 3aluTe MH(pOpMalMU B IIpoLecce
ee 00paboTKH.

Beinonnenue TpeGoBaHUM AOCTUraeTcs 3a CUET pealu3allMy Ha 00beKkTax MH(opMaTH3aLUU
Mep MO 3aluTe HHPOPMAIIIH:

UJCHTUPHUKAIMY U ayTEeHTU(DUKAIMH CyObEKTOB 10CTYNa U OOBEKTOB JI0CTYIIA;

YIPaBIEHUIO JOCTYIIOM CYOBEKTOB JJOCTyNa K 0ObEKTaM JI0CTYIIa;

OTPaHUUYEHUIO IPOIPAMMHON CPEIBI;

3alllMTe MAIIMHHBIX HOCUTENEH EPCOHANBHBIX JaHHBIX;

peructpanuu coObITHII 6€30MacHOCTH;

AQHTUBHMPYCHOMU 3aIlMTE;

0OHapyKEHHIO BTOPKEHUIA;

KOHTPOJTIO (aHAIM3Y) 3alIUIIEHHOCTH EPCOHANIBHBIX TaHHBIX;

00€CIeYeHNIO LIEIOCTHOCTH HH(POPMALIMOHHOM CUCTEMBI U MIEPCOHANIBHBIX JIAHHBIX;

00ecnevyeHnI0 TOCTYITHOCTH EPCOHANIbHBIX JaHHbIX;

3aIUTHI CpeJibl BUPTYaTU3aliH;

3allUThl TEXHUYECKUX CPE/ICTB;

3alUThl MHQOPMAIIMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBS3H U Nepeayy JaHHbIX;

BBISIBJICHUIO MHIIUJIEHTOB U PearupoBaHuE Ha HUX;

ylpaBiieHUI0  KoH(purypauueil HMHGOPMAIMOHHONM CHUCTEMbI W CHCTEMBI  3allUTHI
MEPCOHAIBHBIX JaHHbBIX.

I'BOY mkoma 661, kak oOsagarens WHGOPMALMM OrPAHUUYEHHOTO JIOCTYyNa, IpU
OCYIIIECTBJIEHUU CBOUX IPaB 00s513aHO:

co0JII0/1aTh MpaBa U 3aKOHHbBIE HHTEPECHl MHBIX JIUI;

MPUHUMATh HEOOXOIUMBIE MEPHI 10 3aIUTE HHPOPMAIIH;

OTpaHMYMBATH JOCTYN K HMHQOpPMALUH, €CIM Takas oOON3aHHOCTh YCTaHOBJIEHA
3aKO0HOIaTenbCTBOM Poccuiickoit @enepannu.

B tom uncne I'bOY mkona 661, BopaBe eciay MHOE HE MPEAYCMOTPEHO 3aKOHOAATEILCTBOM
Poccuiickoit denepanuu:



pasperiath Wik OrpaHHYUBATh JOCTYI K HH(OPMAIIUH, OTIPENIENIATH MOPSA0K U YCIOBHS TaKOTO
JIOCTYIa;

UCTIOJIb30BaTh HH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepeAaBatb MHGOpPMALMIO JPYI'MM JIMIIAM Ha YCTAHOBJIEHHOM 3aKOHOJATENIbCTBOM
Poccniickoit denepanuy OCHOBaHUY;

3alMIIaTh YCTAaHOBJIEHHBIMU 3aKOHOJaTenbcTBOM Poccuiickoit depepaunn crocodbamu CBOU
npaBa B Cllydyae HE3aKOHHOTO MOJY4YeHUs HMH(GOpMAIMHM WM €€ HE3aKOHHOTO HCIOJIb30BAHUS
VHBIMU JIMLIAMU;

OCYILECTBIISITh MHBIE JACHCTBUS ¢ HMH(OpManuend WiM pa3pemarbh OCYIIECTBICHHE TaKUX
JNeMcTBUM, ecnu 3TU  JeMcTBUA HE MpoTHBOpevar (QelnepaibHbIM 3aKOHAM U JIPYTUM
HOPMaTHUBHO-IIPaBOBbIM akTaM Pocculickoit @enepanuu.

3ammra MH(QOpPMAUM  OTPAHWYEHHOrO  JOCTyHa MpPEACTaBiIseT CcoO0OW  NpUHATHE
OpPraHU3aIMOHHBIX U TEXHUYECKUX MEp, HAlPaBJICHHBIX HA:

coOuro/ieHre KOH(pUICHIMANbHOCTH UH(OpMay (MCKIIOYEHNE HEeIpaBOMEPHOIO JIOCTYIIA,
KONMPOBAHUS, IPEIOCTABICHUS WM PACIPOCTPaHEHUS HH(OPMAIIHH);

o0ecreyeHue HeJIOCTHOCTU HH(pOpMaLuK (MCKITI0UEHHE HEMPAaBOMEPHOTO YHUYTOXXEHUS
WA MOJU(PHUIMPOBAaHUS HH(DOPMAIIH);

peanu3almio rnpasa Ha AOCTYI K MH(pOpMaIuy (MCKII0UeHHE HEIPaBOMEPHOI0 OJIOKMPOBAHHUS
uH(popManun).

CpencTBa 3amuThl MHGOPMAIMK BHEAPSIOTCS MO pe3yibTaTaM IPOBEIEHUsS OLIEHKU PUCKOB
MH(}OPMaLMOHHON OE3011aCHOCTH.

Opranu3anus 3alUThI HHPOPMALUH

[Ipu opranmzamun B I'BOY mkome 661 3ammrel nH(GOpMANMH, JOJDKHBI BBITOIHATHCS
TpeboBanusi ®DenepanpbHoro 3akoHa oT 27.07.2006 No 149-®3 «O6 wuHpoOpMmauy,
MH(POPMALMOHHBIX TEXHOJOTHUAX W O 3alluTe MH(pOpMAIUm», KOTOPBIE PErylupyIOT OTHOLICHUS,
CBsI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHEM U MPEKPALICHUEM PEeXUMa 00pabOTKHU 3auiuiaeMoil HH(OpMaIHH.
B Tom umcne TpeGoBaHus o 3ammTe MHGOPMAIMM, HE COCTABISAIOLIEH TOCYAapCTBEHHYIO TaiiHY,
coJepKaleiics B TOCYIApCTBEHHBIX HWH(POPMAIMOHHBIX CHCTEMaxX YTBEpXKIEHHBIE MPHKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yrBepxaeHUU TpeOOoBaHMN O 3amuTe HWHGOpPMAaINH,
HE  COCTaBIIIOIIENH  TIOCYAapCTBEHHYIO  TallHy, cojepXaleics B TOCYAapCTBEHHBIX
UH(POPMALIMOHHBIX CUCTEMax» JUIs TOCYAAPCTBEHHBIX HMH(OPMAIIMOHHBIX CHCTEM MO KOTOPHIM
I'BOY mkona 661 sBusiercs OnepaTopom.

BTI'BOY mxone 661 mnomMumMo peanu3anud OCHOBHBIX Mep 3alluThl HH(pOpManuu
OCYIIIECTBIISETCS:

peryiasipHas OIEHKa M  yIpaBlieHHe pUCKaMU  HH(GOPMAIMOHHOM  0e30MacHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMHU MPOIIETypaAMH B OOJIACTH YIIPABJICHUS PUCKAMHU;

UH(POPMHUPOBAHUE, o0yueHue u MOBBILICHNE KBaJTM(HUKALUN pabOTHUKOB
I'BOY mikona 661 B chepe napopMaioHHONH OE30ITaCHOCTH;

MeToAMYecKass MOMOIb pabOTHHKaM B Bolpocax oOecrnedeHus HHPOPMALUOHHOM
0€30I1aCHOCTH;

aHaJIU3 ¥ MOMCK BO3MOXKHOCTEH 110 MOBBIIICHNUIO YPOBHS 3alIMIIIEHHOCTH WH(POPMAIIHH.

Jns opranuzanuu 3amutsl nHGopManuu, I'BOY mikona 661 BopaBe NpUMEHSTh CpeACTBa U
METO/bl TEXHUYECKOH 3aIlMThI, MPeIIpUHUMATh JIpyTue, He MPOTHBOpEYAIlUe 3aKOHOJAATEIbCTBY
Poccuiickoit denepaiuu, Mepsbl.

B pamkax oOecrieueHHs 3aUThl HHPOPMALIMH, B paMKaX TPYAOBBIX OTHOLIEHUH HEOOXOMMO
03HAKOMHUTH TIOJ] POCITHCH PAaOOTHHUKOB, TOCTYIT KOTOPBIX K MHPOPMAIIUU OTPAaHUIECHHOTO JIOCTYIIA,
HE00XO0/IUM JUTSI BBITMOJIHEHUS] UMU CBOMX JIOJDKHOCTHBIX O0S3aHHOCTEH, ¢ mepeuyHeM MHpopManuu
OTpaHUUYEHHOTO JlocTyna, ¥ NpuHATHIMU B ' BOY mikona 661 mepamu 3amiuThl HHPOPMAITIH.

Oco0eHHOCTH 32U THI NEPCOHATbHBIX TaHHbBIX

[Tpu opranmzanuu o6pabdotku B ['BOY mikona 661 mepcoHambHBIX JaHHBIX HEOOXOIMMO
PYKOBOJCTBOBaThCsl TpeOoBanusMu @DenepanbHoro 3akoHa ot 27.07.2006 Ne 152-03
«O TIepCOHALHBIX TaHHBIXY.



[lepeuens Mep, BBIONHEHHE KOTOpBIX obOecneuumBaer ['BOY mkoma 661 B kauyecTBe
orepaTopa MepCOHATbHBIX JAHHBIX, JOJKEH BKIIIOYATh:

Ha3HaueHue B ' BOY mikosna 661 0TBETCTBEHHOTO 32 OpraHu3anuio 00padoTKHU NepCOHATBHBIX
JAHHBIX;

pa3paboOTKy JOKYMEHTOB, ONPEICIISIONINX MPaBUIa B OTHOIIEHHH 00paOOTKU MEePCOHATBHBIX
nanubiX B 'BOY mikosne 661, TokambHBIX aKTOB IO BOIIPOcaM 00pabOTKH MEPCOHATBHBIX JaHHBIX ;

NPUMEHEHHE OPraHU3alMOHHBIX M TEXHUYECKMX Mep Mo olecrneyeHnio 0e30macHOCTH
MIEPCOHANILHBIX JIaHHBIX B COOTBETCTBHHM cO cratbeir 19 denepanpHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHaIbHBIX TaHHBIXY,

BBITNIOJIHEHHE TPEOOBAHUM 110 COCTABY M COJEP>KAHUIO OPTaHU3ALNOHHBIX U TEXHUYECKHX Mep
1o oOecrevyeHuIo 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX MPH MX 00paboTke B WH(POPMAIMOHHBIX
CHUCTEMax IMePCOHAIBbHBIX AaHHBIX YTBEepkAEHHBIX [Ipukazom OCTOK Poccun ot 18.02.2013 Ne 21
«O0 yTBepKIEHHMH COCTaBa M COJCPKAHUSA OPTraHU3AIMOHHBIX W TEXHUYECKHX Mep II0
oOecrieueHHnI0 0E30MaCHOCTH NEePCOHANBHBIX JAHHBIX MPU MX 00paboTke B MH(POPMAIMOHHBIX
CUCTEMaxX MEPCOHAIBHBIX JaHHBIXY,

OLICHKY Bpe€Ja, KOTOPBI MOXET OBbITh MNPUYUHEH CYOBEKTaM TIEePCOHATBHBIX JaHHBIX
B cinydyae HapymeHus PenepanmpbHoro 3akoHa No 152-D3, cooTHOIIEHHE YKa3aHHOTO Bpenaa
U MPUHUMAEMBIX OMNEPaTOPOM Mep, HANpaBICHHBIX HAa OOECIeUEHUE BHIMIOIHEHUS O0sI3aHHOCTEH,
npenycMoTpeHHbix denepanbabiM 3akoHOM Ne 152-D3;

o3HakomiieHne pabotHukoB ['BOY mkona 661, HEmocpeACTBEHHO OCYIIECTBIISIFOIINX
00paboTKy MEePCOHANBHBIX JaHHBIX, C MOJIOKCHUSIMH 3aKOHOJATeNbcTBa Poccuiickoit deneparym
0 TEPCOHAIbHBIX JAaHHBIX, B TOM 4HCIE TPeOOBaHUSMHU K 3alUTe MNEPCOHAIBHBIX JaHHBIX,
JOKyMEHTaMu, ormnpeaenstomumu  tpeboBanuss [BOY mkona 661 B oTHOmECHHH 00pabOTKH
MEPCOHANBHBIX JaHHBIX U 00y4YeHUE, TPU HEOOXOJUMOCTH, YKa3aHHBIX PAOOTHUKOB.

OGecneyenune 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCs, B YACTHOCTHU:

ompeieieHueM  yrpo3 U HapymuTened  0e30MacHOCTH  MEPCOHANBHBIX  JIaHHBIX
npu X 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMaX IMEPCOHATBHBIX TAHHBIX;

OTpeeieHUEM ypPOBHS  3alIUIIEHHOCTH TEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusimu [loctanosnenus [IpaBurensctBa Poccuiickoit @eneparm ot 01.11.2012 Ne 1119
«O06 yTBepkIeHMU TpeOOBaHUN K 3allUTe TMEePCOHAJBHBIX MJAHHBIX TpU UX 00paboTke
B WH(OPMAIMOHHBIX CHCTEMaX MEPCOHAITBHBIX JTaHHBIX Y,

MPUMEHEHUEM TMPOIIEIINX B YCTAHOBICHHOM IMOPSJIKE MPOLEAYPY OLEHKH COOTBETCTBUS
CPEJCTB 3alUThl HH(OPMaLUK;

OIIEHKOM 2(PPEKTUBHOCTH MPUHUMAEMBIX MEp MO 3alIUTe MEPCOHATBHBIX JaHHBIX J0 BBOJA
B DKCTUTyaTaIHio0 HH(HOPMAITMOHHON CHCTEMBI TIEPCOHATBHBIX JTAHHBIX

BOCCTaHOBJICHHEM IE€PCOHATBHBIX JAHHBIX, BCIEACTBUE MOTYYCHHS] HECAHKIIHOHUPOBAHHOTO
JOCTyTIa K HUM;

YCTaHOBJCHHEM TMpaBWJI JOCTyMa K TEepPCOHAIbHBIM  JaHHBIM, 0OpabaThIBaeMbIM
B WH(GOPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JaHHBIX, a TaKKe OOECIIEYeHHEM pPETHCTPaInU
U y4yeTa BCeX JCHCTBUIA, COBEpIIAEMbIX C IEPCOHATBHBIMU JTAaHHBIMHU B MH(GOPMAITHOHHBIX CUCTEMAX
MEePCOHATBHBIX JaHHBIX;

KOHTPOJIEM 32 MPUHUMAEMBIMUA MEPaMH T10 3alUTe TEPCOHATBHBIX JaHHBIX U OMPEIEICHHOTO
YPOBHSI 3aIMIICHHOCTH WH(POPMAIMOHHBIX CHUCTEMaX TIePCOHANBHBIX JMJAaHHBIX B TPOIECCe
€€ JKCIUTyaTalluH.

5 OCHOBHBIE TPEBOBAHUA K ITIPOLHECCAM OBECIIEYEHUSA
NH®OPMAIIMOHHOHN BE3OIMACHOCTH

Metoandeckoe pyKoBOJCTBO, pa3pabOTKy pelleHui Mo 3amure HHGOpMaIiy, corjaacoBaHue
BbIOOpa CPEJCTB BBIYUCIUTENBFHOW TEXHUKH, MPOTPAaMMHBIX M MPOrpaMMHO-AINAPATHBIX CPEICTB
3alUThl UH(GOPMAIUU, OPraHU3alri0 paboT MO BBISBICHUIO BO3MOXKHOCTEH U MPETyNpPeXICHUIO
YT€YKd M CBOWCTB 3allMIIaeMold HMHPOpPMALMHU, aTTeCTalMi0 OOBEKTOB HH(POpPMATH3AIMH
OCYIIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHBIE oapasaeieaus [ BOY mkonbr 661.



Puznyeckas 0e30MaACHOCTH

[IpuHsTHIE OpraHU3alMOHHBIE U TEXHUYECKHE Mepbl Mo 3amute nomMemenud ['bOY mkona
661, cepBepHOro M KOMMYTAlIMOHHOTO OOOpYIOBaHHWS, ABTOMAaTHU3MPOBAHHBIX PAa0OYMX MECT
nosib3oBareseii mHpopmarumoHHbelx cucteM [BOY mkoma 661 obecnieunBaroT peanu3amuio
CIIEYIOIKX MEp II0:

pasrpaHu4eHHIo JocTyna paboTHukoB B momenieHus ['bOY mkoma 661 B COOTBETCTBUH € MX
MOJTHOMOYHSMU | JTOJKHOCTHBIMH O0SI3aHHOCTSIMU;

peructpauuu (HakToB BXoAa paOOTHUKOB B TOMEIICHHS B KOTOPBIX BeneTcs oOpaboTka
MEPCOHAJIbHBIX JIAHHBIX;

KOHTPOJIMPyeMOMY TIpeObIBaHui0 TocTOpoHHUX Jull B 'BOY mkona 661 B momemieHus, B
KOTOPBIX BeZeTcss 00paboTka MHPOPMALMU OrpPaHMYEHHOTO JOCTYNAa W pa3MENICHBI ammapaTHbe
cpencTBa HHPOPMAITMOHHON CUCTEMBI,

OpTraHHU3aINH PEKIUMa KOHTPOIUPYEMOTO BHOCA/BBIHOCA CPEICTB 00paOOTKH HHPOPMAITHH.

[Tomemenuss 'bOY mkona 661 moykHBI OBITH 00OPYZOBaHBI JETEKTOPAMU OTHS W JIbIMA,
OTHETYIIUTENIIMA, CUCTEMAaMU KOHIUIMOHUPOBAHUS BO3[yXa, CPEACTBAMU OXPaHHO-TI0KAPHOU
CUTHAJN3alUU.

OcHOBHOE cepBepHOE M KoMMYyTannoHHoe obopynoBanue 'BOY mkonsl 661 n0mKkHO OBITH
3alUIICHO OT TMepedOeB B IMojaye JIIEKTPOIHEPTHMH IMYTEM MOJKIIOUEHUS K JIIEKTPOCETH C
NPUMEHEHHEM HMCTOYHHKOB OecrepeOOHHOr0 THTaHUS W PE3EPBHOTO JIU3EIb-T€HEpaTopa.
Hctounuku OecriepeOOWHOTO NUTaHHUS HEOOXOAMMO pErylspHO TECTUPOBAaTh U MPOBEPSTH
YIIOJTHOMOYEHHBIM paboTHukam ['BOY mikonslt 661 B COOTBETCTBHMHM C PEKOMEHIAIMSMH
MIPOU3BOTUTEIIS.

[TopraTuBHBIE TEXHUYECKHE CpEICTBa HE JOJDKHBI  OCTaBaThbCid 3a  IpeesaMu
KoHTpopyemoit 30Hbl ['BOY mikoner 661 6e3 koHTpost co cToponsl padotHukoB 'BOY mikomna
661.

Be3onacHocTh Ha paGoueM mecTe

3anpermiaercss BECTH 3allMCh IAapojied B OTKPHITOM BHUIE HAa MaTEepUAIbHBIX HOCHUTEI,
3a UCKJIIOUYEHUEM CIIy4YaeB, PErJIaMEHTUPOBAHHBIX METOJOB XPAHEHHUS.

JIOKyMEHTBl ¥ HOCUTENIN C HH(OpMalMed OrpaHMYEHHOTO JOCTYyNa IOJKHBI YOHpaThCs
B omeuyaTbiBaeMble MecTa (ceiidbl, mkadpl ©u T.aI.), NOpH yXxoie c¢ pabodero mecra.
Ha aBTomaTusupoBanHom pabodyem mecte [lonb3oBarens pabodast ceccust JojkHa OBITH NpepBaHa,
paboumii cron 3abrmokupoBaH. Bxon monb3oBaTenss B CHUCTEMY HE JIOMKEH BBIMOIHSITHCS
ABTOMATUYECKHU.

JlokyMeHThI, coepxamue HHPOPMAIMIO OTrPAaHUYEHHOTO JOCTYyMa, JOJDKHBI —Cpasy
M3BIMATBCSl W3 TMEYaTAIOIMUX YCTPOWCTB. Jlyis yTwim3anuu KOH(GUIESHIHUATBHBIX JOKYMEHTOB,
JIOJKHBI  MCIIOJIB30BaThCS YHUYTOXHUTENM JOKYMEHTOB HE HUKe 4 YpOBHS MO CTaHAApTy
0€30MacHOCTH, IPUMEHSIEMOMY K YHUUTOXKHUTEISAM JOKYMEHTOB.

[Ipy wucnoONb30BaHMM MOOHMIIBHBIX TEXHHYECKHX CPEICTB Heo0XoIuMo coONoaaTh
JIOTIOJTHUTEIbHBIE MEphl MO0 pPErjlaMEeHTAallMd W KOHTPOJI HCIOJIb30BaHUS B HHQOPMAIIMOHHOM
CUCTEME MOOMITBHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue mnpencraBuTeleld IOPUAMYECKUX JIUI[ B paMKax MCIOJIHEHUS JOTOBOPHBIX
00s13aTeNLCTB B TMOMEIICHHUSIX B KOTOPBIX BeJeTcsl 00paboTka WHGOpPMAIMU OTPaHUYCHHOTO
JIOCTyTa WH(POPMAIIMOHHON CUCTEMBI, BO3MOXXHO TOJBKO B CONMPOBOXACHHH paboTtHHka ['BOY
MIKOJIBI 661 nomymenHoro 10 06paboTKU Takoi HH(OPMAIIH.

Pa3zmMenienne TeXHUYECKUX CPEACTB BBIBOJA WHGopManuu B momemeHussx [ bOY mkonsr 661
MPOU3BOJUTCS C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BH3yaJbHOTO MPOCMOTpa HWHGOpMAIUU
MOCTOPOHHUMHU JIMIIaMU U paOOTHUKAaMU, HE TOMYIIEHHBIM K padoTe ¢ JaHHON HHpopMauei.

TexHUYeCKHE CpEeACTBAa JOJDKHBI pPa3MEIMaTbCsi M XPAaHUTHCS TaKUM OOpa3oM, YTOOBI
COKpPATUTh BO3MOXKHBII PUCK MOBPEXKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOT'O JOCTYTIA.

Texnuveckoe 00cay;KMBaHHEe 000PYI0BAHUS

Texanueckue cpenctBa ['BOY mkonbl 661 MODKHBI MPOXOAWTH HA PETYISIPHON OCHOBE
CEpBUCHOE 00CITY>KUBAHHE B COOTBETCTBUH C PEKOMEHJIAIMSIMU ITPOU3BOIUTENECH 000pyI0BaHUSI.



PemoHT u cepBucHoe oOcCITy)XHBaHHE OOOpPYIOBAHUS JIOJKHBI BBIMOJHATECS TOJBKO
KBaJIM()ULMPOBAHHBIMU CIIEIIMATTUCTAMH.

TexHuueckoe 0OCTyXHBaHHE OOOPYIOBaHHMS CTOPOHHMMH OPTraHU3ALUSMH HE JOJDKHO
MPUBOJIUTH K PUCKY HAPYIICHUS KOH(PUIEHIUAIBHOCTH 3aIIMIAeMON HH(OpMAaLIUH.

B3anmopneiicTBHe ¢ TPeTHUMH JTHLAMHA

B nmensx oOecrieuenuss wuHpopmarmoHHoi Oe3zomacHoctd ['BOY  mkomer 661 mpu
B3aWMO/JICHCTBUU
C TPETHUMHU JIULIAMU JIOJKHO BBIIIOJIHATH CIIEIYIOIINE MEPOIIPHUATHS 110!

3aKJIFOYCHHUIO COTJIALICHUST O HepasrjalleHu WHGOpMAalUKd OrpaHUYEHHOTO JOCTYyIa
MOJIyYEHHOM B X0J1€ UCTIOJIHEHHSI IOTOBOPHBIX 0053aTEJIbCTB,;

OCYILIECTBJICHUIO KOHTPOJS 3a JACUCTBUAMU IPEACTABUTEIEH KOHTPAareHTOB B IIpeesiax
KOHTpoJimpyemoi 30Hb1 [ BOY mikonsr 661.

YnpasieHue ;KU3HEHHBIM LMKJIOM HHPOPMALHMOHHBIX CHCTEM

Mepornpusatusi B poIecce )KU3HEHHOTo 1TuKiIa nHpopMannoHHbIX cucteM [ BOY mkomsr 661
JOJDKHBI OBITH HAampaBlieHbl Ha oOecledyeHue 3aluThl MHGOpMalMW TMPH BBOAE B JeHCTBUE,
9KCILTyaTaluu, COMPOBOKICHIH U MOJCPHU3ALINH, BEIBOJIA U3 HKCILTyaTaI[|H.

OcHoBaHneM mpu pa3paboTKe HHPOPMAMOHHBIX CHUCTEM JOJDKHBI SIBISTHCS PEIICHHS
NPUHATBIE Ha CTaguu (GOpPMUPOBaHUS TpeOOBaHMIA, coJepKalue TpeOOBaHHS B TOM 4YHCIIE
10 CHCTEME 3aIIUTHl HHPOPMALIUH.

Jlro6oe mraHupyeMoe K BHEAPEHUIO U3MEHEHNE NHPOPMAIIMOHHON CUCTEMBI MTPEIBAPUTEILHO
JOJDKHO ~ OBITh ~ IPOAHAJIM3MPOBAHO HA  COBMECTUMOCTb U OTCYTCTBHE  HapyLICHUH
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJI€ CPEACTB 3aIUThHI HH(OPMALIUU.

PaGoTel mo MonepHM3anuu HHOOPMAIIMOHHONW CHCTEMBI, B TOM YHCJIE IO YCTAaHOBKE
MIPOrPaMMHOT0 OOEeCTieUeHUs U OOHOBJICHHM, TOJKHBI IPOBOJUTHCS B HEpabouee BpeMsl WIIU BpeMs
HavMMeEHbIIEeH pabouel Harpy3KHu.

[Ipu BBIBOOE U3 OKCIUTyaTalldd HWHQPOPMAIIMOHHBIX CHUCTEM JOJDKHO 00ecreynBaThCs
rapaHTHPOBaHHOE ynajeHue oOpadaThIBAEMON W XpaHUMOW B HUX MH(OPMAIIUH C HCIIOJIb30BaHHEM
CPEACTB rapaHTUPOBAHHOI'O YHUYTOXKEHUS MH(OpMAIUKM WIN MyTeM (U3UYECKOr0 YHHUYTOXKEHUS
HOcUTENeH HHPOpMAIUH.

Bce mponenypsl obecriedenus 3amuThl MHGopMaiuy, ycranoBieHHbsle B [ BOY mikona 661
B OTHOLICHUMM HMHQPOPMAIIMOHHBIX CHUCTEM, JIOJDKHBI BBIIOJHATBCA M KOHTPOJIMPOBATHCA
OTBETCTBEHHBIMHU JIMLIaMH 32 OPraHU3alLMI0 PaboT MO 3aIuTe HH(OPMALIHH.

KonTpoJs nocTyna k MH(GpOpManMOHHBIM cCCTEMaM

Bce pabotauku 'BOY mikona 661, nonyiieHHsle K paboTe ¢ UHOOPMAIIMOHHBIMU CUCTEMAaMHU
HECYT MEpPCOHAJIbHYI0 OTBETCTBEHHOCTh 3a HApYIIEHUs YCTAHOBJIEHHOTO NOpsKa 00paboTKU
UHpOpMaLIUH.

YpoBeHb TMOJHOMOYMH TONB30BaTeNs B MHPOpManuoHHoi cucremMe ['BOY mkomsr 661
JIOJKEH OIPEEIATHCS B COOTBETCTBUU C €0 JOJKHOCTHBIMHU 00SI3aHHOCTSMU.

Jloctynm moinbk3oBareneid k wHPopMarmoHHBIM cuctemMam ['BOY mkonsr 661 momkeH
KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM HH(OPMAIIHOHHON CUCTEMBI.

Ocy1ecTBI€HUE PeryIsipHOrO KOHTPOJIS BBIMOJHEHHS] OpraHU3allMOHHO-PACIOPSIUTENbHBIX
JIOKYMEHTOB, KacalolluXcs perjiaMeHTanuud Jomycka pabotHukoB ['BOY  mkomsr 661 k
MH(OPMaLIMOHHBIM CHCTEMAM.

Hnentudpuxanusa 1 ayreHTuGuKanus

Hoctyn mons3oBareneld K WH(OOPMAIMOHHBIM CHUCTEMaM JOJDKEH IMPEIOCTABISTHCS TOJIBKO
M0CJI€ YCIIEHIHOTO 3aBePUICHUs UACHTH(PHUKAINN, AyTeHTU(UKALIUH.

[TonyueHue moab30BaTeieM HUMEHHM B HHPOPMAIMOHHOM cucTeMe M Mapojsi, KOTOpbIe
00ecreynBaroT JOCTYI K HH(OPMAIIMOHHON CHCTEME, JOJKHO OCYILECTBIIATHCS MO MPEACTABICHUIO
PYKOBOIUTENS CTPYKTYPHOTO TIOpa3AeIeHUSI.

YnpasJjieHue 10CTYIIOM

B I'BOY mkone 661 M0MMKHO OCYIIECTBIATHCS yIpaBIIEHHE JOCTYIIOM K HH()OPMAIMOHHON
CHCTEME MOCPEJICTBOM peAN3alui HEOOXOAWMBIX METOJOB, THUIIOB M MPaBUJI pPa3TpaHUUYCHUS
JIOCTYyTIa Tob30BaTesiM nHpopmanmonHoit cuctemsl ['bOY mkona 661. B Tom uncne obecrieueH



3AIIUIICHABIA YIAICHHBI JOCTYNl CYOBEKTOB JOCTYNa K OOBEKTaM JOCTyIa uYepe3 BHEIIHHE
nH(pOPMAITMOHHO-TEIEKOMMYHHUKAITMOHHBIC CETH.

Be3onacHocTh npu padoTe ¢ HOCUTESIMUA HH(POPMALMH

Pa6otHukun I'BOY mkoma 661 1MOWKHBI HMCHOIB30BaTh TOJBKO YYTCHHBIC CHEMHBIC
MaIlMHHBIE HOCHUTENW WH(OpPMAMK I BBINOJHEHUS CBOMX JIOJDKHOCTHBIX OOS3aHHOCTEH.
Hcrnonp30BaHME ChEeMHBIX MAIIMHHBIX HOcUTener nHdopmaiuu B ' bOY mikona 661 B MHBIX LEAX
CTPOTO 3aMpeIIeHO.

CbeMHBIC MallTMHHBIE HOCUTENN HH()OPMAITUU JOJKHBI XPaHUTCS B ONeYaThIBACMbBIX IKadax,
B MIOMEIIEHUSX B KOTOPBIX MPEIyCMOTpeHa 00paboTka nH(OPMALIUK OTPAHHYEHHOTO JTOCTYTIA.

B cnydae kpaxxu WM MoTepu CheMHOT'0 MAITMHHOTO HOCHUTEINS MH(POpPMAIIUU, a TaKKE HHBIX
WHIUICHTOB, KOTOPhIE MOTYT NPHUBECTH K HAPYIICHHIO CBOWCTB HWH(OPMAIUU OTPAHHYECHHOTO
JIOCTYTIA, JOJIKHBI IIPOBOAUTHCS MEPOIIPUATHS 110 PACCICTOBAHUIO TAKUX HHITUICHTOB.

[Tpu BBIBOAE M3 IKCILTyaTalldd ChEMHOT'O MAIIMHHOTO HOCHUTENsI HH(pOpMAINK, BCe JaHHBIC,
XpaHsAIKMecss Ha HeM, JODKHBI OBITh yAalIeHbI ONPEICIICHHOW KOMHUCCHEH M3 4Yucia paOOTHHKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOXKCHHSI HHPOPMAITHIH.

@akT YHUYTOXKEHHMsS HHGOpPMALUM HA CHEMHOM MAIIMHHOM HOcUTeNne HWH(OpMaluu
dukcupyercss B akTe 00 YHUYTOKCHHMH HWH(POPMAIMH CO CHEMHOTO MAIIMHHOTO HOCHTEIS
uHpopmanuu.

Perucrpanus co0bITHI

B I'bOY mkona 661 pomkHa OCYIIECTBISTHCS PETUCTpALUU COOBITHII Oe30macHOCTH
Ha BceX KoMmnoHeHTax uHpopmanuonusix cucteM ['BOY mikona 661, B koTopbix oOpabarbiBaeTcs
3amuiaeMas iHpopMarus.

AHTHBHPYCHAs 3a1IUTA

B nensix oOHapyxeHHs U ycTpaHeHUs! BpeaoHOCHBIX nporpamm B I'BOY mikone 661 qomkHbI
HCIIOJIB30BaThCA CPEACTBA AHTUBUPYCHOM 3alIUTHI UH(POPMALIUH.

OO0s13aTeNbHOMY KOHTPOJIO CPEJICTBOM AaHTHUBUPYCHOW 3alllUThl HMH(DOpPMALMM JIOJKHA
nojuiexarb Jro0as wuHpopMmanus (TEKCTOBbIe (aiinbl MoOBIX ¢GopmaroB, (ailasl TaHHBIX,
ucrnonHsieMble (aiinpl), moimyyaemas U TepelaBacMmasl IO JIOKAIbHOW BBIYMCIUTENBHONW CETH
B TOM YHCJIE M CETSAIM OOIIEero MOJb30BaHMs, a Takke WH(OpMaius, XpaHUMas Ha CHEMHBIX
MAaIIMHHBIX HOCUTENSAX HH(pOpMAIIHH.

[Ipu ycraHOBKE TPOrpaMMHOTO OOECMEeYeHUs] WU €ro OOHOBJIEHHS Ha CEBEpHOE
o0opy/soBaHUEe JOJKHA aBTOMATHUECKHU BBITIONHATHCA TMpeIBApUTENIbHAS TPOBEpKa JaHHOTO
MIPOTrPaMMHOTO 0OECTICUEHHS Ha OTCYTCTBUE BPEIOHOCHOTO MPOTPAMMHOT0 00€CTICUEHUS.

O6HoBneHue 06a3 curHaTyp IJs CpeACTBAa AHTHBUPYCHOW 3alIUThl WH(MOPMAIIMU JTOJKHBI
OOHOBJISATECS €KEIHEBHO.

[Tonp3oBarenu 0e3 npas aJMUHUCTpaTOpa UH(GOPMALIMOHHOU CHCTEMBI
I'BOY mkone 661 He MOMKHBI MMETh BO3MOXXHOCTH IIONYYEHHS JOCTyNma K KOH(UTYyparuu
AHTUBHPYCHOTO CPEJICTBA 3AILUTHI WIH €r0 OTKIIFOUECHHUS.

KoHTpos1b 3a11MIIIEeHHOCTH NEPCOHATBHBIX JAHHBIX

B mensx MCKIIOUEHHUs JKCIUTyaTallud YS3BUMOCTEH MPOrPaMMHOTO OOECIeYeHHs OJKHBI
MPOBOJUTCS PpalOThI 1O BBISABJICHHUIO, aHAIU3Y VYSI3BUMOCTEH WHOOPMAIMOHHOM CHCTEMBI
M ONEpPaTUBHOE YCTPAHEHHE BHOBbH BBISBIEHHBIX YsI3BUMOCTe. B ToMm uuncne opranuzanus
KOHTPOJII YCTAaHOBKM OOHOBJIEHHS TMPOTPAMMHOTO OOECIeUYeHUsI BKIIOYAsl CPEACTB 3alUTHI
uHpOpMaLIUH.

Hcnosib30BaHHe MPOrPaMMHOI0 00eceyeHus

Beibop mporpammHoro obOecmeueHus Ay MPOW3BOACTBeHHBIX HYXkJ ['BOY mkoma 661
JIOJDKEH TIPOM3BOJUTHCS B TPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOro B EmuHbIN peectp
POCCHUHCKHUX TpOTpamMM JUIsl SJEKTPOHHBIX BBIYUCIUTENBHBIX MAalIMH U 0a3 JaHHBIX. B ciydae
OTCYTCTBHsI aHajiora B EaumHOM peecTpe PpOCCHUCKHUX MPOTpaMM ISl DJIEKTPOHHBIX
BBIUKMCIUTEIIBHBIX MAaIIHiH
u 0a3 JaHHBIX JOIYCKAETCS HCIIONh30BaTh TMPOTPAMMHOTO OOECIIEYeHHEe HWMIIOPTHOTO
MPOU3BOJICTBA.



Hcnosb3oBanue cpeacTs Kpunrorpaguyeckoi 3a1uThbl HHpopManuu

Obecneuenue 3auMThl HHGOPMAIMM OTPAHUYEHHOIO I0CTYNA OT PACKPBITUS, MOIU(DUKALIIH
W HaBs3bIBaHUA (BBOJA JIOHOW wuH(popmammm) mpu ee mepenade (MOATOTOBKE K TIiepenade)
[0 KaHajgaM CBS3M, MMEIOUIMM BBIXOJ 3a IpeAeibl KOHTPOJUPYEMOH 30HBI oOecrieuyuBaeTcs
NPUMEHEHHEM CPEICTB KPUITOTpaduyecKoil 3anThl HHPOPMALIUH.

[Ipuobperenne cpencts kpunrtorpaduyeckor 3ammTel uHbopmaruu ['BOY mxone 661
OCYILIECTBIISICTCSI HA OCHOBAaHHH JOTOBOPOB M KOHTPAKTOB C JIUIIAMU MMEIOUIMMH JECHCTBYIOUIYIO
muuen3uto @Cb Poccun Ha ocyliecTBiIeHHE JAEATENBHOCTH IO pPa3paboTKe, NPOU3BOACTBY,
pacmipocTpaHeHUIO MHU(POBATBHBIX (KPUNTOTPAPUIECKUX) CPEACTB, MHPOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3alllUIIEHHBIX C HCIOJb30BAHUEM IIU(PPOBAIBHBIX
(kpunTorpadMUecKux) CPEACTB, BHIIOIHEHUIO padOT, OKa3aHHIO YCIYT B OOJIACTH MIU(POBAHHS
uH(popMaIuy, TEXHHYECKOMY OOCTY)KMBaHUIO MHU(POBATBHBIX (KpuUnTorpadhuuecKknx) CpeICTB,
UH(POPMALIMOHHBIX CHUCTEM M TEJICKOMMYHUKALMOHHBIX CHUCTEM, 3aIIMIICHHBIX C MCIIOJb30BAaHUEM
mMUGPOBATHHBIX (KpUNTOrPaPUUECKUX) CPEACTB (32 HCKIIOUCHHEM CiIydas, €ClId TEXHHYECKOe
oOciy>)xuBanue MHUQPPOBATBHBIX (KpUNTOrpaUUecKux) CpeAcTB, HH(DOPMAIIMOHHBIX CHUCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJb30BAaHUEM MIM(POBATBHBIX
(kpunTorpadM4ecKux) CpEICTB, OCYIIECTBISETCS Ui OOecleYeHus: COOCTBEHHBIX HYXKI
IOPUJIMYECKOTO JIUIA WM UHAWBUYAILHOTO IPEIPUHUMATETI).

B memsax opranmzammu M oOecriedueHUM Tepenaud WHPOpPMANMK 1O KaHallaM  CBSI3U
C HCIOJb30BaHUEM CPEJICTB KpUNTOrpadUuecKoil 3amuTbl MHGOpMALUU, a TaKKe BBINOJHEHUS
munen3noHHbix TpedoBanuit ®Cb Poccum B 'BOY mkonme 661 nmomxken OBITH co3maH Opra
KpUNTOrpaduyeckoi 3auThl.

[Topraneable pemenuss ['BOY mxoma 661 ¢ BO3MOXHOCTBIO JIOCTyNa C ceTei 00miero
HOJIb30BaHUs JIOJDKHBI B IIPUOPUTETE pa3pabaThiBaThCsl C OpraHu3alMed 3alllUIIeHHOro KaHaa
nocpencTBoM npotokoina TLS ¢ monaepxkoit anropurmos 'OCT 34.10.

Hcnosb30Banne 3J1eKTPOHHOM MOYTHI

DNeKTpOHHas IouTa J0JKHA ucnoib3oBaThesi B I'BOY mkona 661 ¢ nenpio opraHuzanuu
oOMEHa 3JIEKTPOHHBIMU COOOIIEHUSIMH MEX1y pabOTHMKaMHM U CyObeKTaMu HH(DOPMAIMOHHOU
0€30MacHOCTH.

[Tpu uconb30BaHUM IEKTPOHHON MOYTHI 3apeIaeTCs:

o0MeH uH(popMalei 11 C1yeOHOro MoJb30BaHus, a TaKKe HH(popMalrel orpaHu4eHHOT0
JIOCTYyTIa;

NpeJI0CTaBIIEHNE JOCTYIA K JIEKTPOHHOM TOYTE C MCIOJIh30BAHNEM JAHHBIX CBOCH Y4eTHOU
3aMMCHU TPEThUM JIUIaM;

MyOJIMKAIUsSl CBOETO CIIY)KEOHOTO ajapeca SJIEKTPOHHOW IMOYTHI B JJEKTPOHHBIX KaTallorax,
Ha IIOMCKOBBIX MalllMHaX M JAPYrMX pecypcax ceTd IHTepHEeT B LeNiX, HE CBS3aHHBIX C
UCTIOJTHEHUEM CBOMX JIOJDKHOCTHBIX 0053aHHOCTEH;

HOJIKCKA MO JIEKTPOHHON MOYTE Ha pa3InYyHble PeKIIaMHble MaTe€pUaibl, JTUCThI PacChUIKH,
DIIEKTPOHHBIE JKypHAJIBI W T.JA., HE CBA3aHHBIC C BBIMOJHEHHEM I10JIb30BATENIEM JTOJHKHOCTHBIX
00s13aHHOCTEH;

OTKpBITHE (3amycK Ha BbINOJHEHUE) (aIoB, MONYYEHHBIX IO DJEKTPOHHOM mouTe
WM H3 pecypcoB ceth HMHrepHer, 0e3 NpeABapUTEIbHON TMPOBEPKHM HUX AaHTUBUPYCHBIM
IIPOrpaMMHBIM 00€cTIedYeHUEM.

Pabora B ceTsix 0011ero noJIb30BaHUs

I'BOY mkona 661 ocraBiser 3a co0oil mpaBo OJIOKMPOBATh HWJIM OTPAaHUYMBATH JIOCTYI
paOOTHUKAaM K CeTSIM CBSI3M OOILEro IOJIb30BaHMs, B TOM 4HClIe ceTh MHTepHeT, colepikaHue
KOTOPBIX HE HMMEET OTHOIICHWS K WCIIOJHEHHIO JOJDKHOCTHBIX OOSI3aHHOCTEH, a TakkKe K
UHPOPMALIMOHHBIM  pecypcaMm, COJIEpKaHHMe W HalpaBJIEHHOCTh  KOTOPBIX  3alpelleHbl
3aKO0HOIaTenbCTBOM Pocculickon @enepanu.

HNudopmanus o nocemaeMsix padotHukamu ['BOY mikonsr 661 nHopMamoHHBIX pecypcoB
NPOTOKOJIMPYETCS ISl TIOCHEAYIONIeT0 aHalW3a M, TpH HEOOXOIUMOCTH, MOXKET OBITh
IpeJCTaBlIeHa PYKOBOAMTEINSIM CTPYKTYPHBIX IOJpa3ieieHuld, a Takke pykoBoauteno ['BOY
IIKOJTBI 661 /171 KOHTPOJIS.



IIpu ncnosnbzoBanuu cetu MHTEPHET 3aIpelieHo:

MCIMOJNBb30BaTh mnpenoctaBieHHblii ['BOY mkoma 661 poctyn B cerb MHTEpHET B JMYHBIX
EJISX;

UCIIOJIb30BaTh HECAHKIIMOHUPOBAHHbBIE MPOrpaMMHBIE U IIPOrpaMMHO-aINapaTHbIe CPEICTBA,
MO3BOJISFOIINE TIOYYUTh HECAHKIIMOHUPOBAHHBIN TOCTYN K ceTn IHTepHeT;

nyOIMKOBaTh, 3arpyXaTh M PacHpoOCTPaHITh MaTepHalibl CojAepXkallie HEeIOCTOBEPHYIO
uHpopmanuio o 'bOY mkone 661, a Taxke panscudunuposars cBoii [P-aapec.

Pe3epBHOe KOIMpPOBaHMe U BOCCTAHOBJIEHUE JAHHBIX

Ocy1iecTBiIeHNE Pe3epBHOIO KOMPOBAHUS JIOTHKHO OCYILIECTBIISTHCS JIJIST:

uHpopmanuu oOpabarbiBaeMoii Ha (ailyloBOoM cepBepe M CepBEepe IPHIOKEHHUH,
UH(POPMALIMOHHOHN CUCTEMBI,

pabounx MECT aIMUHUCTPATOPOB HHPOPMAIIMOHHOMN CHCTEMBI.

YacTtoTa M peXUM pPE3epPBHOTO KOIMUPOBAHUS YCTAHABIMBAIOTCS TakKUM 00pa3oM, 4TOOBI
o0ecreunTh MUHUMAJIbHYIO TOTEPIO JAHHBIX U ONIEPaTUBHOE BOCCTAHOBJICHUE.

Hactpoiika pe3epBHOTO KOMUPOBAHUS M BOCCTAHOBIICHUS PECypcoB WH(GOPMAIMOHHBIX
cuctem B ['bOY mikone 661 nomxHbl IpOBOAUTH yrodHOMOYeHHbIe paboTHUKU [ BOY mikons 661.

PesepBHOE  KOmMHMpOBaHWE JOHKHO  OCYIIECTBISTHCS B aBTOMAaTHYCCKOM  PEKHME
C TMPUMEHEHUEM OTEYECTBEHHOTO CIICHUAIN3UPOBAHHOTO CPEACTBA PE3EPBHOIO KOMUPOBAHUS
C JEHCTBYIOUIMM CEpPTU(UKATOM COOTBETCTBUS MO TpeOOBaHUSM O€30MacHOCTH HHGOpMAIHU
OCTOIK Poccumn.

6 OCHOBHBIE TPEBOBAHUSI K IIPOIECCAM YIIPABJIEHUA
NHO®OPMAIIMOHHOMU BE3OITACHOCTbBIO

MonnTopuHT HHGOPMALMOHHOI 6€30I1aCHOCTH

Ha mocTosiHHOM OCHOBE JOJKEH MPOBOJMTHCS KOMIUIEKCHBIM aHaiu3 (yHKIMOHMPOBAHUS
uHpopmannonHoit cucrembl ['BOY mkonsr 661 M Bo3HMKaOMMX COOBITHH HH(DOPMAITMOHHON
0€30I1aCHOCTH.

[Tpouilecc MOHMTOpHMHIra CUCTEMBbI oOecriedeHHs] MHPOPMAIMOHHON O€30MacHOCTH JI0JIKEH
BKJIIOYAaTh B ce0sl KOHTPOJb OPraHM3allMOHHBIX M TEXHHUUYECKHMX Mep MO 3aIiuTe HH(OpMAaIHH,
aHaJIN3 MapaMeTPOB KOHPUTYPALIUK U HACTPOUKH CPEACTB 3aIIUThl HHPOPMAILIUH.

[Ipy mpoBeneHMHM KOHTPOJIBHBIX MEpPONPHUSATHHA, CBA3aHHBIX C OLEHKON pealu3alud Mep
no 3amure wuHpopmamuu B ['BOY mkoma 661, ynomHOMOYEHHbIE PAaOOTHUKHU JTOJIKHBI
OPUIEPKUBATHCS CIEAYIOIINX IPUHIIUIIOB:

HE HapymaTh QyHKIIHOHUpOoBaHuE AesaTenbHocTH ['BOY mikomsr 661,

JIecTBOBaTh B COOTBETCTBUM C YTBEP)KACHHBIMU OpPraHHU3allMOHHO-PACTIOPSIUTEIbHBIMU
nokymeHntamu 'BOY mikoner 661 mo 3amuTe nHGOpManmy;

HE CKpBIBaTh (haKThl BBIABICHHBIX COOBITUI HH(OPMAIIMIOHHON O€3011acCHOCTH;

O0(QOPMIISITH OTYETHI, TOATBEPKIAIOLINE BHIITOJIHEHNE MEPOIIPUSITUN 1O 3allUTe HHPOPMAIIIH.

Wudopmanus, NOIydeHHas B XOJA€ MPOBEACHUS KOHTPOJIMPYIOUIMX  MEpPONPUATHH
0 JEMCTBUSIX, COOBITHSX M IMapaMerpax, MMEIOIIMX OTHOLIEHHE K pealu3alud Mep IO 3alluTe
uHpOpMalIUH, JO0DKHA KOHCOJNMIUPOBATHCS U XPAHUTHCS B MECTaX, MCKIIOYAIONIMX IOJyYeHHE
K Hell HECAaHKIITMOHUPOBAHHOI'O JOCTYTIA.

MOHUTOPHHT JaHHBIX O 3aPErMCTPUPOBAHHBIX COOBITHUAX MH(OPMAIIMOHHON 0€30MacHOCTH
JIOJI’KEH MPOBOJIUTHCS, IO BO3MOXKHOCTH, C MCIIOJIb30BAaHHUEM CHUCTEMbl MOHUTOPUHIA MHIIUJIEHTOB
UH(POPMALIMOHHOM 0€30IaCHOCTH WJIM BCTPOCHHBIX MEXaHU3MOB HACTPONKM W ayauTa COOBITHH
B TIPOTPaMMHBIX W TIPOTPaMMHO-AIMIIapaTHBIX CPEICTBaX, HCIOIB3YEMbIX B HH()OPMAIMOHHON
uHdppactpykrype ['BOY mikosns 661.

YnpasJieHue puckamMu

OnpezneneHue BHYTPEHHHX TpeOOBaHMN IO 3amyre MHGOPMAIMH, JOJKHBI OCHOBBIBATHCS
Ha pe3yJbTaTax MPOBEIEHUS aHAIM3a PUCKOB HAPYIIEHHUS OCHOBHBIX CBOWCTB 0€30MacHOCTH
Juis “HGOpMaMoHHBIX pecypcoB 'BOY mikonsr 661.



OCHOBOI1 OLIEHKH PUCKOB JOJDKHA OBITH OIIEHKA YCIOBHUI U (PAKTOPOB, KOTOPHIE MOTYT CTaTh
NPUYMHOM HapyIEeHUs LETOCTHOCTH, KOH(DUACHIMAIBHOCTH U JOCTYITHOCTH U1l HH(OPMALIMOHHBIX
pecypcoB 'BOY mikomnst 661.

Pe3ynpTaToM mpoBeleHUs aHAIM3a PUCKOB JOJKEH ObITh Pa3pabOTaHHBI KOMIUIEKC Mep,
HANpaBJICHHBIX HAa CHIDKCHHE BO3MOXXHOTO HETAaTHBHOTO BIMSHHS Ha OCHOBHYIO JESTEIHHOCTH
I'BOY mkoner 661 mpuw peanu3aruu TOW WJIM WHOW Yrpo3bl 0€30MacHOCTH HHGPOPMAIMH M
o0ecreynBamIIuX B JajJbHEUIIEM JJOCTaTOYHBIA YPOBEHb 3aLIUIIEHHOCTH HWH(POPMAIMOHHBIX
cuctem ['bOY mikonsr 661.

Ynpap/eHue HHIUAEHTAMU HHPOPMAIIMOHHOI 6€301ACHOCTH

s o6ecnieueHust 3¢ (PEKTUBHOTO pa3pelieHUs HHIIUIESHTOB HH()OPMAIMOHHOM 0€3011aCHOCTH
B ['BOY mxone 661, MUHMMH3AaLMU TOTEPh W YMEHBIICHUS PUCKAa BO3HUKHOBEHHUS MOBTOPHBIX
UHIUJEHTOB  JIOJDKHO  OCYILECTBJIATBCS  YNPABIEHUE  MHIMJIEHTaMH  HMH(OPMAIIOHHON
0€30MacHOCTH.

Jis ynpaBiieHUsl MHUMACHTaMH HH()OPMAMOHHONW O0€3011acCHOCTH JI0JDKHA OBITh CO3J1aHa
ciry>k0a MOHMTOPUHTA M PeardpoBaHUs Ha MHIUACHTH MHPOPMAIIMOHHONW 0€30MaCHOCTH, KOTOpast
HOCPEJICTBOM KOMIUIEKCA CPEACTB M MEpONpUATUH A cOopa M KOHCONMIAUMU HHGpOpMaluu
00 MHIUACHTAX peIaeT NaHHYI0 3a7ady. B OTHOImIEHMHM Ka)XIOTO MPOHM3OLISNNIET0 WHIWICHTA
pabOTHUKaMU U3 CIOyKObl MOHUTOPMHIA M pearupoBaHUs Ha WHUMIACHTHl MH()OPMALMOHHON
0€30IaCHOCTH JIOJDKEH BBITIOIHATHCS €0 aHalu3, U pa3padboTka 3(h(HEKTUBHBIX MEp pearupoBaHUs
Ha JJaHHbBIN HHIUJICHT.

AyauT cucTeMbl ofecneyeHus: HHPOPMAIMOHHOI 6e30acHOCTH

B nensix oueHku Tekyuiero ypoBHs nHpopmannonHoi 6e3onacHoctu ['BOY mikone 661 Ha
PETYISIPHOI OCHOBE TOJKEH MTPOBOAUTHCS ayIuT HH()OPMAITMOHHON 0€301MacHOCTH.

BHyTpenHnue ayauTsl JOKHBI BBIMOIHATHCS padoTHukamu ['BOY mikonsl 661. B uwmcio
3aad, pelaeMblX NpU TMPOBEJCHHHM BHYTPEHHUX AayAWTOB WH(GOPMAIMOHHON O0€30MacHOCTH,
BXOJIAT:

cOOp M aHaJIM3 MCXOIHBIX JAHHBIX 00 OPraHM3AMOHHOW M (DYHKIIMOHAJIBLHOW CTPYKType
UH(POPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JIUIsl OLIEHKH COCTOSIHUSL CUCTEMBI 3allIUThl HH(OpMAIINY,;

aHaJTM3 YTBEPXKICHHBIX OPraHU3AIMOHHO-PACTIOPSIIUTEIBHBIX JOKYMEHTOB II0 3aIUTe
UHpOPMALIUU HA IPEMET UX MOJTHOTHI U 3(h(HEKTUBHOCTH, a Takke (POPMUPOBAHHE PEKOMEHIALINI
1o UX J0paboTKe WK Pa3pabOTKH HOBBIX;

o0ocHOBaHME (PUHAHCOBOM H(PPEKTUBHOCTH BHOBb IPHOOPETAEMBIX CPEJCTB 3aIIUTHI
uH(popMaluy,

IpOBEpKa MpPaBWIBHOCTH BbIOOpa W HACTPOWKM CPEICTB  3alIUThl  MH(OpMaLuH,
(dbopMHpOBaHUE TPEATTOKEHHUIA MO UCTIOIB30BAHUIO UMEIOIIUXCS CPENICTB 3AIMUTHI HHPOPMAIIAN IS
HOBBIIIEHUS YPOBHS HAaJIEKHOCTH U Oe30macHOCTH nHpopMannoHHbIX cucteM I'BOY mikone 661;

aHaJTM3 OTYETOB M0 MPOU3OIIEAIINM HWHIHUJICHTaM HWH(POPMAIIMOHHON 0€301acCHOCTH
U MIPUHATHIM MEpaM 10 UX Pa3pelIeHUIo.

IToBblIeHHe 0CBEIOMIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanud KOMIUIEKCHOTO TMPOTHBOJAEHCTBHS  yrpo3aM 0O€30MacCHOCTH
uHpOpMaNUU, UCXOSMIUM OT padoTHHKOB ['BOY mikonsr 661 momKHA MOCTOSHHO MOBBIIIATHCS
UX OCBEJJOMJICHHOCTb B O0JIACTH 3alLUTHI MH()OPMAIIHH.

[ToBermenne ocsemomiaeHHOCTH paboTHUKOB ['BOY mikoner 661 ocymecTsisercs:

no cyuiectByromuM B 'bOY mkone 661 opranu3aioHHO-pacOPsAUTENbHBIM JOKYMEHTAM,

no npuMeHsieMbM B [ BOY mixone 661 mepam 3aniutel HHOOpMAIIHH;

10 IPABUIILHOMY HCIIOJIb30BAaHUIO CPEICTB 3aIIUTHI HH(POPMALIUU.

7  3AKJIIOYEHHUE

[Ipn u3MeHEeHMH AEWCTBYIONIETO 3aKoHoJaTenbcTBa Poccuiickoit ®depeparuu B 0o0iacTu
3amuThl HHPOpPMAIMHU, a TaKKe OPraHU3AIMOHHO-PACTIOPSAUTENBHBIX JOKyMeHTOB [’ BOY mikomsr
661 nacrosmas [TonuTuka 1 M3MEHEHUS K HEl MPUMEHSIOTCS B YaCTH, HE MPOTUBOPEUaIleli BHOBb

MPUHSTHIM 3aKOHOJATEILHBIM W MHBIM HOPMATHBHBIM aKTaM, a TakKe BHYTPCHHHM JOKyMEHTaM
I'BOY mko:ns! 661.



Bce TpeboBaHMs, YCTAaHOBIIGHHBIC JCWCTBYIONIMM 3aKOHOAATEILCTBOM Poccuiickoii
®denepannn, MOA3aKOHHBIMU AKTaMH W JIOTOBOPHBIMU OTHOLIEHUSIMHU, a Takxke mnoaxon ['BOY
mKoi1e661
K 00€CIEYeHHIO COOTBETCTBUSI STUM TPEOOBAHUSM JOJDKHBI OBITH SIBHBIM 00pa3oM OIpeiesieHbl,
JIOKYMEHTHUPOBAHBI U MOJIEPKUBATHCS B AKTYaJIbHOM COCTOSIHUH.

B I'bBOY mikone 661 B mpHOPUTETHOM HANpPAaBICHUH JTOJDKEH pacCcMaTPHBATHCSA IEPEXO]]
a IPOrpaMMHOTO 00ECIEYCHHE OTEUYECTBEHHOTO MPOU3BOUTEIIS, BKIIOYCHHOTO B €UHBIA PEecTp
POCCUHCKHUX MPOrpaMM Ui 3JEKTPOHHBIX BBIUMCIUTEIBHBIX MAIIMH U 0a3 JaHHBIX. B ToMm uucie
M0 YacTH CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOpYIOBaHHS M MPOTPaMMHO-AIMapaTHBIX CPENICTB
BKJIIOUCHHBIX B ENMHBIN peecTp pOCCUUCKON Paaro3JIEKTPOHHON TPOTYKIIUH.

[lepecMoTp ¥ BHeceHMEe U3MEHEHUM B HacTosmyro llomutuky ocymiecTBistoTCs
Ha NEPUOJINYECKON U BHEIIJIAHOBOI OCHOBE.



8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbublii 3akon ot 27.07.2006 Ne 149-03 «O6 unHbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAITII.

2  Oepepanbhblit 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCH.

3 Tlocranosnenune IIpaBurensctBa Poccuiickoit ®emepammu ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [losoxeHus o JTULEH3UPOBAHUN AEATEIIBHOCTH 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCTpaHeHUI0 MH(POBATBHBIX (KPUNTOTPAPUUECKUX) CPEACTB, MHPOPMAMOHHBIX CHUCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMUICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpadMUecKux) CPEACTB, BHINOIHEHUIO padOT, OKa3aHHIO YCIYT B OOJIACTH MIU(PPOBAHHS
uH(popMaIuy, TEXHHUYECKOMY OOCITY)KMBaHUIO MHU(POBATBHBIX (KpUNTOrpauUecKux) CpeicCTB,
UH(POPMALIMOHHBIX CHCTEM M TEIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBaIbHbIX (KpUOTOrpapUUEcKUX) CPeACTB (32 HMCKIIOYEHHEM Cilydas, €ClId TEeXHHYECKOoe
oOciyxuBanue MUMPOBATBHBIX (KpUNTOrpauUIecKux) CpeAcTB, HHOOPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIHOJb30BAHUEM IIU(PPOBAIBHBIX
(kpunTorpadMUecKux) CPEICTB, OCYIIECTBISICTCS Uil OOecredeHus: COOCTBEHHBIX —HYX[
IOPUJIMYECKOTO JIMIA WK MHAMBUAYAILHOTO IPEANPUHUMATEIIS)).

4  Tlocranonenue IlpaBurennctBa Poccuiickoii ®enmeparmu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHUM TpeOOBaHUI K 3alMTe IMEPCOHAIBHBIX JAaHHBIX INpU HX 00paboTke
B HH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX .

5 Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opranmzanuu U obecrieyeHHH 0e30MacHOCTH XpaHeHHs, 00pabOTKM W Tepenayd Mo KaHajam
CBSI3U C HCIOJB30BAaHUEM CPEJICTB KPUIITOrpauyecKod 3aluThl MHPOPMALMU C OrPaHUYEHHBIM
JOCTYIIOM, HE COJIEpIKAIeil CBEICHHIA, COCTABIISIONINX TOCYIapCTBEHHYIO TAallHY».

6 Ilpukaz ®CBb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu llomoxxeHus
0 pa3paboTKe, IPOU3BOJICTBE, PEATH3AMH U IKCILTyaTalluy H(PPOBATHHBIX (KPUIITOTPapUIESCKIX )
cpencts 3amutsl nHGopMmaruu ([Tonoxenne [TK3-2005)».

7 IIpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O0 yTBepkIeHUHN TpeOOBaHUM O 3aIuTe
MHpOpMAIlMU, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiiHy, coAepiKalleiicss B ToCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMAX).

8 IIpuxaz ®CTIOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEp:KICHUN COCTaBa U COJCPKAHUS
OpPraHU3alMOHHBIX U TEXHUUYECKUX Mep MO OOECleyYeHHI0 OEe30MacHOCTH MEPCOHAIBHBIX AAHHBIX
pu UX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxkaenun CocraBa U coJepKaHUs
OpPTraHU3aIMOHHBIX W TEXHHUYECKUX Mep MO OOECIeYeHHI0 OE30MaCHOCTH MEPCOHAIBHBIX TaHHBIX
npu ux o0paboTKke B WHGOPMAIMOHHBIX CHCTEMax IMEPCOHAIBHBIX JAHHBIX C HCHOJIh30BAHUEM
CpeACTB KpUOTOrpapuuecKkol 3amuTbl HMHGOPMAIMM, HEOOXOAUMBIX JUISl  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit denepanuu TpeOOBaHUM K 3aIlIMTE NMEPCOHAIBHBIX
JTAHHBIX
JUISL KQKAO0T0 U3 YPOBHEU 3alIUILIEHHOCTH.

10 TOCT P 51624-2000 «3amwura wuHPOpMAIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIIUIIEHHOM ucToTHeHHH. OO01ue TpeOoBaHUs).

11 TOCT P 51898-2002 «Acnektsl 6e30nmacHOCTH. [IpaBuiia BKIIIOUEHHS B CTAaHIAPTHI.

12 TOCT P 50.1.056-2005 «Texuuueckas 3amurta HHopManuu. OCHOBHBIE TEPMHHBI
Y OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1HDOpMaiOHHAsS TEXHOJIOTHS. METOBI U CpeacTBa
6e3omacHocTH. CHCTEMBbI MEHEPKMEHTa MH(POPMAIIMOHHON 6€30macHOCTH. TpeOoBaHuUs».

14 TOCT P 50922-2006 «3amuTa napopmaryii. OCHOBHbIE TEPMHUHBI U ONIPEICTICHHSI.

15 TOCT P 51275-2006 «3amuta uHpopmanuu. OObekT HHPopMaTH3alUu. PakKTOpHI,
BO3/eHCTBYIONIME HAa MH(OopMaIHio. OOIIUE TOTOKEHUSY.

16 TOCT P HUCO/MBK TO 13335-5-2006 «WupopmanmonHas TexHOJOTUS. MeTomabl
U cpeacTBa obecrieueHus: 6e3onacHocTH. YacTh 5. PYKOBOJICTBO 10 MEHEIKMEHTY 0€301acHOCTH



CeTh».

17 TOCT P HCO/TO 13569-2007  «duHaHCOBBIE  yCIyrH. PeKoMeHmanuu
1o “H(pOPMAITMOHHOM 6€30TTaCHOCTIY.

18 T'OCT P UCO/MBK 27005-2010 «MubopmarimoHHass TEXHOIOTHA. MeTOIbl U CpeJCTBa
obecrieueHus 6e30MacHOCTH. MEeHeDKMEHT prcKka HH()OPMAIIMOHHON 0€30IacHOCTIY.

19 T'OCT P UCO/M3K 27004-2021 «MudopmanroHHas TeXHOJIOTHs. MeTOIbI U cpesicTBa
obecrieyenus Oe3zomacHOCTH. MeEHEKMEHT HH(POpPMaMOHHOW Oe30macHOCTH. MOHUTOPHHT,
OIICHKA 3allIMIICHHOCTH, aHAJIU3 U OLICHUBAHUEY.

20 T'OCT P 51897-2021 «MeHemKMEHT prcKa. TepMUHBI U OTIPEACIICHUSI.

21 TOCT P 52069.0-2013 «3ammra wundopmamuu. Cucrema craHaaptoB. OCHOBHBIC
TIOJIOKCHHUSY.

22 Konnenuus UH(POPMALIMOHHOM 0e30macHOCTH HCIIOJIHUTENIbHBIX OpraHoB
rocynapcrBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.
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